Datasheet

GT100 Series

GT100S/GT100M
Small and Medium business performance
gateways with advanced features and fiber ports

Performance and Flexibility

Full service SMB Gateway with
Enterprise Features to any Ecosystem

Intel-based performance platform
Stateful Inspection

Captive Portal

Intrusion Detection/Prevention
High Availability

Link Aggregation/Failover
Multi-WAN Features



Datasheet I_

GT100 Series
Highlights

Intel
Platform

3YR License
Included

10GC SFP+

Fiber (optional)

Ports

TNi's GT100 SMB gateway's stateful firewall support for IPv4 and
IPv6 and live view on blocked or passed traffic ensure visibility and
security. The system is also resilient featuring multi-WAN capabilities
including load balancing and failover support. Complimented by
integrated VPN support for IPsec (including route based), OpenVPN as
well as pluggable support for Tinc (full mesh VPN) and WireGuard.

The GT10O0 series gateways ensure hardware failover for automatic and
seamless hardware failover with state synchronization utilizing the
common address redundancy protocol (CARP) to get the highest
possible availability. Support for SD-WAN to easily setup, configure and
monitor the ZeroTier plugin can be used to setup your Software Defined
WAN within minutes.

GT100 two factor authentication (2FA) is supported throughout the
system, for both the user interface and services such as VPN. The
GT100S and GT100M easy-to-use pluggable support for OSPF and BGP
using the Free Range Router project make it easy for the SMB user.
GT100 gateways enable SMBs with a fully integrated web proxy with
access control to block external (blacklists) unwanted traffic.

1
"ML



Stateful firewall
#Filter by:
sSource
s*Destination
sProtocol
*Port
*05 (OSFP)
¢Limit simultanecus
connections
*Log matching traffic
#*Policy Based Routing
*Packet Normalization
*Dption 1o disable router filter

Policy organization
s*Alias Support
*|P addresses
*Port ranges
*Domain names (FOQDN)
s|nterface Groups
*Create security zones with
equal rules
+*Rule Category
*Easy access rule sets

Granular control state

table
sAdjustable state table size
*n a per rule bases
sLimit simultanecus
client connection
*Limit states per host
sLimit new connections
per second
+Define state timeout
*Define state type
#State types
*Keep
*Sloppy
«Modulate
*Synproxy
*Mone

Optimization options
*Mormal

+High latency

sApdressive

*Conservative

2-Factor Authentication

+«Supports TOTP

*5oogle Authenticator
sSupport senvices:

*Captive Portal

*Proxy

VPN

+GLU|

+35H / Console

802.1Q VLAN support
*Max 4096 VLAN's

Link Aggregation &
Failover

*Failover

*| pad Balance

+Hound Robin

*Cisco Ether Channel (FEC)
+802.3ad LACP

Border Gateway Protocol

Other Interface types
*Bridged interfaces
szeneric Tunnel Interface (GIF)

#zeneric Routing Encapsulation

«302.7ad Qind

Network Address
Translation
*Port forwarding
11 of IP's &
Subnets
sDutbound MAT
*MNAT Reflection

Traffic Shaping
sLimit bandwidth
*Share bandwidth
*Prioritize traffic
*Rule based matching

*Protocol

sSource

+Destination

+Port

#*Direction

IGMP Proxy

*For multicast routing

GT100 Series

Product Features

Universal Plug & Play
Dynamic DNS

+Selectable from a list
«Custom
*RFC 2136 support

DNS Forwarder

*sHost Overrides
*Domain Overrides

DNS Server

*Host Overrides
*A records
+MX records

sAccess Lists

DNS Filter
*Supports OpenDNS

DHCP Server
*|Pvd & IPvG
*Relay Support
*BOOTP options

Multi WAN

¢l pad balancing
*Failover
sAliases

Load Balancer
*Balance incoming traffic
over multiple servers

MNetwork Time Server
sHardware devices

*GPS

*Pulse Per Second

Intrusion Detection &

Prevention
#|nline Prevention
s|Integrated rulesets
#3550 Blacklists
+Feodo Tracker
*Geolite2 Country IP
sEmerging Threats ETOpen
*SSL Fingerprinting

*Auto rule update using configurable

Cron



Captive Portal
sTypical Applications
=Guast Matwark
=Bring Your Chwn Device
(EYOD)
sHotel Wi-Fi Accass
sTamplate Management
sMultiple Zonas
sAuthanticators
| DAF
sRadius
sLocal User Manager
souchers f Tickets
sMultiple
shone (Splash Screaen Only)
sipucher Managar
siultiple Vouchser Databases
sExport vouchers to &5V
sTimeouts & Welocome Back
sBandwidth Managament
#Share evanly
=Prioritize
sProtocols
=Parts
=P
sPaortal bypass
#MAC and IP whitelisting
*Real Tims Reporting
sLive top IP bandwidth usage
= fotive Sessions
sTime left
sRast AP
sVirtual Privates Metworks
s|Psec
=5ite to Site
=Road Warrior
sOpaniPR
s5ite to Site
=Road Warrior
sEasy client configuration
SHpOrter
sTinc {Plugin
sFull mash routing
*PPTF {Legacy)
| T2P (Legacy]
*PPTP {Legacy)
s T2P [Legacy)

High Availability
sAutomatic harchware failowver
sSynchronized state table
sConfiguration
synchronization

Caching Proxy
sMulti interface
sTransparent Mods
sSupport 350 Bump

#5351 Domain only (easy filkering)

sfcoess Control Lists

sBlacklists

sCategory Based Web-filter

*Traffic Managament

sAuto syno for remote
blacklists

*|CAP [supports virus scan
angine)

Baclup & Restore
sHistory & Diff support
*File Backup

sCloud Backup

SNMP

spMonitor & Traps

Diagnostics
sFilter reload status
sFireweall Info [pflnfo)
*Top Users (pfTop)
sFireveall Tables
shligses
sHogons
sCurrent Opan Sockets
sShow All States
sState Resat
*State Summary
o\Wake on LAM
*ARP Table
sOME Lookup
sHDP Table
*Fing
sPacket Capturs
sTest Paort
sTrace route

Enhanced Reporting
shetwork Flow Analyzer
‘Insight"
sFully Integratad
= Datailed Agsregation
= Graphical Representation
=+ Clickable and Searchable
s CW5 Exportar
s System Health
sAound Robin Data
sSalection & foom
sExportable
sTraffic Graph
sLive Traffic Monitoring

GT100 Series

Product Features

MNetwork Monitoring

sMetflow Exporter
*Yfarsion 5 & version 3
sLocal for ‘Insight”

Firmware
sEazy Upgrade
*Reboot warning for basa
upgrades
#5551 Flavour selectable
*Jpen3sL
sLibra55L
sSelactable Package Mirmor
*Reinztall Single Package
sLock Packags (prevents
upgradea)
sAudit Feature
sChack installad packages
far known security
wvulnerakbilities
*FPlugin Support
=\Mware tools
=¥en tools
sTinc
sHAProxy -Load balancer
slet's Encrypt
sRESTful &P
a7 support



Form Factor

Platform

BIOS
System Memory

Slorage

Metworking

0 Interface

Expansion

Firewall Throughput

Firewall Packets Per Second
Firewall Portto Port Throughput

Processor
Cores
Threads
Cache

Technology
RAM

S50 Support
Ethemet Copper (RJ-45)
Ethemnet Fiber
SFP+(10Gbps)
UsBe

Console

Reset Button
LED

Power Button
Display

Power Input
PCle

Mini-PCle

Firewall Portto Port Packets Per Second

Concurrent Sessions

Mew Connections Per Second
Firewall Latency (average)

Firewall Policies (Recommended Maximum)1
IPsec VPN Throughput (AES256GCM16)

IPsec VPN Packet Per Second (AES256GCN16)
Threat Prolection Throughput Packet Per Second

Threat Protection Throughput

High Availability with State Synchronisation

Mizcellaneous

Cooling

Envirenmental Parameters

System Dimensions

Package Dimensions

Power

Approvals and Compliance

Package List

Watchdog
Internal RTC with Li Battery
Processor
Systemn
Temperature
Humidity
(WixHxD)
Weight
(WxHxD)
Weight
Type/WVatls
Input

GT100S

GT100 Series

Product Features

GT100M

1U 19" Rackmount
Intel Core i5 3.30GHz
4

4

BMB

AMI SPIFlash BIOS
DDR4 2400/2133 MHz
16GB

256G

6x10100/1000 Mbps RJ-45 Ethernet Ports
2x1000 Mbps SFP

0

xUsSB 2.0

1xRJ45

Yes

Power/Storage

1x Power bution

1 VGA

AC power inlet on PSU
1xPCle X8

Yes
17.4Gpbs

1450Kpps
9Gphs
1450Kpps
15000000
50000
100us
10000
25Gbps
220Kpps
163Kpps
~2G0ps
Requires Two

Yes

Yes

CPU fan

2x cooling fans

32° - 113°F /=47 - 158° F (0rc~45+¢ -20°c~T0C)
5~ 90% non condensing /5 ~ 95%, non condensing
16.8 x 1.7 x 17,3 in (428x44.5x440mm)

9.91bs (4.5 kg)

20511 x17.3in (510x130x440mm)

11.41bs (5.2 kg)

220W ATX Single PSU

90~264V@47~63Hz

CE FCCClass B

SATA data cable

Power cord

Rack ears

ACCESSO0NY SCTew bag

1U 19" Rackmount
Intel Core i7 3.30GHz
4

4

BMB

AM| SPIFlash BIOS
DODR4 2400/2133 MHz
32GB

512GB

6 x 10100/1000 Mbps RJ-45 Ethernet Poris
2x 1000 Mbps SFP
2x10G SFP+

ZxUsSB 2.0

1xRJ45

Yes

PoweriStorage

1x Power bution

1 VGA

AC power inlet on PSU
1xPCle X8

Yes
20Gpbs

1750Kpps
10Gpbs
1750Kpps
31000000
50000
100us
10000
25Gbps
220Kpps
163Kpps
~2Ghps
Requires Two

Yes

Yes

CPU fan

Zx cooling fans

32°-113°F/-4" - 158° F (0rc~45c -207c~T0=C)
5~ 90% non condensing /5 ~ 95%, non condensing
16.8 % 1.7 1 17.3 in (428x44 5x440mm)

9.91bs (4.5 kg)

20511 x17.3in (51011 20x440mm)

11.41bs (5.2 kg)

220W ATX Dual PSU

90~264V@47~63Hz

CE,FCCClass B

SATA data cable

Power cord

Rack ears

ACCESSO0ry Screw bag
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tradewinds networks

Product Features

Sales and Support Contact: Tradewinds Networks r —I
E il: [ tradewind t k t@tradewindsnetwork m 23 Corporate Plaza Ste 150 T

mail: sales@tra lewindsnetworks.com or suppor @tradewindsnetworks.co Newport Beach, CA 92660 |_N_]
Web: www.tradewindsnetworks.com www.tradewindsnetworks.com

www.tradewindsnetworks.com / sales@tradewindsnetworks.com 6



